Mandatory Cyber
Incident Guidelines
by the MeitY

On April 28, 2022, the Ministry of Electronics and Information Technology (MeitY)
issued directions to be followed in case of a cyber-attack/cyber event. These
directions are effective from June 28, 2022.

KEY HIGHLIGHTS

- Mandatory CERT-In notification within -~ Specified entities to mandatorily
six hours after the discovery of specified enable logs of all their ICT systems
cyber incidents and maintain them securely for a

rolling period of 180 days, within the
Indian jurisdiction, and to be shared
with CERT-In along with reporting of
any incident or when ordered/

- Incidents to be reported include, inter
alig, targeted scanning of the network,
compromise of critical systems,

uno'uthorisgd accessto IT sysfcems/ directed by CERT-In

social media accounts, malicious code,

phishing, identity theft, spoofing, Dos, -~ Specified entities to connect to the
DDosS, attack on applications, data Network Time Protocol (NTP) server of
breach/leak National Informatics Centre (NIC) or

National Physical Laboratory (NPL) or
with NTP servers traceable to these
NTP servers, for synchronisation of all
their ICT systems clocks

- Organisations bound by the directions
are service providers, intermediaries,
data centres, corporate bodies, and
government organisations (‘specified
entities’) - Failure to furnish the information or

non-compliance with the directions

> Reporting via email may invite punitive action under

(incident@cert-in.org.in), phone .

' Section 70B(7) of the IT Act, 2000 and

(1800-11-4949), and fax (1800-11-6969) other laws, including imprisonment for

> Specified entities to designate a point up to 1year or afine up to INR Tlac or
of contact to interface with CERT-In, both

and such information to be sent to
CERT-In in the prescribed format and
updated from time to time
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THE FUTURE OF INSURANCE

WHAT DOES THIS MEAN?

The complete list of incidents required to be notified is annexed to the directions. The
list is fairly exhaustive, and the directions are aimed at increasing transparency on
cyber incidents and better communication of information to the CERT-In. Given the
mandate also extends to service providers, corporate bodies, and government
organisations, it is a widely applicable circular with a larger pool of companies being
bound by the directions. The punitive consequences, albeit relatively lower, do add to
the risk arising out of a cyber incident. It is advisable to incorporate these guidelines
into your organisation’s cyber response plan.

Do reach out to our cyber experts to know more about cyber policies and how cyber
insurance can be used as an effective risk transfer tool.
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Insurance is a subject matter of solicitation

This report and any recommendations, analysis or advice provided herein, are based on our experience as insurance and
reinsurance brokers or as consultants, as applicable, are not intended to be taken as advice or recommendations regarding any
individual situation. The opinions expressed herein are valid only for the purpose stated herein and as of the date hereof. We are
not responsible for the consequences of any unauthorized use of this report. We have used what we believe are reliable,
up-to-date and comprehensive information and analysis, but all information is provided without warranty of any kind, express or
implied, and we disclaim any responsibility for such information or analysis or to update the information or analysis in this report.
We accept no liability for any loss arising from any action taken or refrained from, or any decision made, as a result of or reliance
upon anything contained in this report or any reports or sources of information referred to herein, or for actual results or future
events or any damages of any kind, including without limitation direct, indirect, consequential, exemplary, special, or other
damages, even if advised of the possibility of such damages. Please know the associated risks and the applicable charges, from
your policy document issued by the insurance company. For more details on benefi ts, exclusions, limitations, terms and
conditions, please read sales brochure/policy wording carefully before concluding a sale. Commencement of risk cover under the
Policy is subject to receipt of payable premium to desired Insurance Company only. Prudent Insurance Brokers Pvt. Ltd. is the
registered Broker with IRDAI and does not underwrite the risk or act as an Insurer.



